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ABSTRACT 

This study examines business risk management in the era of Generative AI technology through a Systematic 

Literature Review approach using sources from Google Scholar and DOAJ, focusing on publications from 

2016 to 2025. The results of the study show that risk management requires a holistic and adaptive 

approach that involves technical, policy, leadership, and organizational culture aspects. The risks that arise 

are not only technical but also ethical and regulatory, so that effective mitigation strategies include cross-

sector collaboration, the use of advanced technology for monitoring and simulation, and the formation 

of a flexible organizational culture with communicative and ethical transformational leadership. There is 

a gap in the implementation of comprehensive regulatory policies and organizational culture 

transformation mechanisms to accelerate technology adoption while deeply considering social and ethical 

aspects. This study highlights the urgency of developing an inclusive AI governance model and effective 

cultural transformation strategies as a focus for future research to support responsible and sustainable 

innovation. 
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INTRODUCTION 

The development of Generative Artificial Intelligence (AI) technology has brought about 

a significant revolution in the business world, presenting new opportunities as well as 

complex challenges. This technology, which is capable of automatically generating 

creative content and analyzing data, has been applied across various sectors, from 

marketing to product development, thereby drastically improving a company's 

operational efficiency. However, behind these benefits lie new risks that must be 

effectively managed so that companies can survive and thrive in an increasingly dynamic 

and competitive business ecosystem (Tutar & Güler, 2022). Business risk management is 

a crucial aspect in anticipating uncertainty and potential negative impacts that may arise 

from the implementation of this technology Abdelkader et al., 2021; (Rahman et al., 

2024) Therefore, a deep understanding of risk management in the context of Generative 

AI is essential as the foundation for adaptive and sustainable business strategies. 
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Business risk management is generally defined as the process of identifying, evaluating, 

and controlling risks that could potentially hinder the achievement of organizational 

goals (PECB, 2018). In the context of the Generative AI technology era, the scope of 

risk management extends not only to technical and operational aspects, but also to 

increasingly complex ethical, data security, and privacy risks (Ooi et al., 2025). The use 

of generative AI poses new challenges such as the risk of dependence on algorithms that 

lack transparency, the risk of misinformation, and the potential for manipulation of 

business process automation (Wang et al., 2024). Therefore, the risk management 

approach must be tailored to the specific characteristics and impacts of this technology 

in order to anticipate risks comprehensively and effectively. 

The widespread adoption of Generative AI technology has led to a fundamental 

transformation in the business landscape, changing operating patterns, customer 

interactions, and traditional business models (Al Yakin et al., 2023). These changes 

significantly increase the complexity of risks that managers must manage, as risks are no 

longer limited to internal factors but also external factors influenced by technological 

developments and regulations (Hamed et al., 2024). For example, reputational risks 

resulting from AI errors or legal risks related to the copyright of automatically generated 

content are becoming increasingly relevant (Budhwar et al., 2023). This situation calls 

for the development of a risk management framework that is more adaptive and 

responsive to technological changes and capable of addressing new challenges that do 

not exist in conventional risk management practices. 

Business risk management is a systematic process that includes identifying, analyzing, 

evaluating, and controlling various risks that can hinder the achievement of 

organizational goals. This process aims to protect the company's assets and reputation, 

minimize the negative impact of risks, and ensure business continuity through the 

development and implementation of appropriate risk mitigation strategies. Risk 

management also serves as a guide in strategic decision-making and efficient resource 

allocation to deal with uncertainty in a dynamic and complex business environment. 

The systematic literature review (SLR) approach in risk management serves to synthesize 

and consolidate various research findings, identify study gaps, and provide practical 

guidance for policymakers in developing adaptive and effective strategies. This method 

helps provide a comprehensive overview of business risk practices and challenges across 

various sectors, but caution is needed regarding potential biases and methodological 

differences to ensure that the results are valid and comprehensive (Ibadildin et al., 2025; 

Noviliani et al., 2025; Siregar et al., 2025). 

The integration of AI in risk management enables companies to predict and respond to 

risks more accurately and quickly, improve resource allocation efficiency, and strengthen 

cybersecurity (Haque et al., 2025; Walia, 2025). The use of AI frameworks that consider 

ethical aspects and regulatory compliance is important to ensure transparency and avoid 

bias (Qureshi et al., 2024; Marin et al., 2025). Despite its many benefits, human 

oversight is still necessary to prevent vulnerabilities resulting from over-reliance on 

technology (Odedina, 2023). 
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The results of the study show that although business risk management has developed as 

an important systematic process for maintaining sustainability and protecting 

organizational assets, there is a gap in the integration of advanced technologies such as 

Generative AI into the risk management framework. The systematic literature review 

(SLR) approach used in this study aims to fill this gap by synthesizing fragmented 

knowledge, identifying under-explored areas, particularly related to AI adaptation in 

risk management practices, and providing more adaptive and comprehensive strategic 

guidance. This study targets the development of a deeper understanding of the role of 

Generative AI in strengthening business resilience, improving risk prediction and 

response, while addressing complex ethical and regulatory issues in the digital age. Thus, 

the objective of this study is to provide a conceptual and practical foundation that can 

be used by organizations and policymakers to implement more effective risk 

management amid the acceleration of technological transformation. 

 

METHOD 

This study employed a Systematic Literature Review (SLR) approach to identify, 

examine, and synthesize existing literature on business risk management in the era of 

Generative Artificial Intelligence (Generative AI). The review was designed to provide 

a comprehensive and up-to-date understanding of the types of business risks associated 

with Generative AI, the mitigation strategies discussed in the literature, and the 

implications of Generative AI for business risk management practices. Rather than 

generating primary empirical data, this review synthesized findings from previously 

published scholarly literature relevant to the topic. 

The literature search was conducted systematically using academic databases, including 

Directory of Open Access Journals (DOAJ) and Google Scholar. The search strategy 

employed combinations of keywords related to the main concepts of the review, 

including “business risk management,” “Generative AI,” and “artificial intelligence 

technology.” The search process was intended to identify relevant scholarly publications 

addressing the relationship between artificial intelligence, particularly Generative AI, 

and business risk management. 

To ensure the relevance and consistency of the literature included in the review, 

predefined inclusion and exclusion criteria were applied. The inclusion criteria consisted 

of scholarly research articles, review articles, and case studies published between 2016 

and 2025, written in English or Indonesian, and addressing risk management in the 

context of artificial intelligence technology, particularly Generative AI. The exclusion 

criteria consisted of non-scholarly or popular publications, opinion-based articles, 

duplicate publications, and publications that did not provide sufficient information 

relevant to the review topic. Studies that did not substantially address business risks, risk 

management, or the implications of AI technology for organizations were also excluded. 

The selection of literature was conducted in several stages. First, the titles and abstracts 

of the identified publications were screened to determine their relevance to the review 

topic. Publications that met the initial relevance criteria were then assessed through full-



 

 SCIENTIA: Journal of Multi Disciplinary Sciences 

Volume 05 Number 01 | January–June 2026: 66-75  

p-ISSN: 2828-7665  

e-ISSN: 2828-609X 

__________________________________________________________________________________ 

69 

text examination. At this stage, the inclusion and exclusion criteria were applied more 

comprehensively to determine whether each publication was suitable for inclusion in 

the review. The selected literature was subsequently used as the basis for the analysis 

and synthesis of findings. 

Data were systematically extracted from the selected literature based on several 

analytical aspects, including types of business risks, risk mitigation strategies, and the 

impact of Generative AI on business risk management practices. The extracted 

information was compared across the reviewed studies to identify recurring themes, 

patterns, similarities, differences, and emerging issues. The findings were then 

synthesized narratively to develop an integrated understanding of business risk 

management in the context of Generative AI. Particular attention was given to the 

challenges and opportunities associated with the adoption of Generative AI, the forms 

of risk identified in the literature, and the approaches proposed to mitigate those risks. 

This synthesis provides a basis for identifying broader trends and developing a 

comprehensive perspective on how Generative AI is influencing the landscape of 

business risk management. 

 

Figure 1. Business Risk Management Research Procedure in the Era of Generative AI 

Technology 

As shown in Figure 1, the systematic literature review followed a series of sequential 

stages, beginning with the identification of the review topic and objectives. This stage 
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established the scope of the review, particularly the business risks associated with the 

adoption of Generative AI. The process then proceeded with the formulation of review 

questions to guide the examination of the challenges, opportunities, and implications of 

Generative AI for business risk management. Next, a structured literature search was 

conducted using predefined search strategies, followed by the application of inclusion 

and exclusion criteria to identify relevant publications. The selected publications were 

subsequently screened and assessed for their relevance to the review objectives. 

Relevant information was then systematically extracted from the selected literature, 

focusing on the types of business risks, risk mitigation strategies, and the impact of 

Generative AI on business risk management practices. Finally, the extracted information 

was analyzed and synthesized to identify key patterns, emerging themes, and common 

practices reported in the literature. The results of this synthesis were then organized and 

presented to provide a comprehensive overview of business risk management in the era 

of Generative AI. 

 

RESULTS AND DISCUSSION 

Site Description  

Research related to business risk management in the era of Generative AI technology 

can be grouped into several main focuses, namely technological risks and challenges, 

risk management strategies and technological interventions, and the role of leadership 

and organizational culture in risk management. Each focus discusses variables and 

insights that help to deeply understand various aspects of risk and relevant solutions to 

optimize the implementation of generative AI in a responsible and safe manner. 

Table 1. Research Themes and Key Variables in Generative AI Risk Management 

No. Field or Focus 
Names of Authors in the 

Same Field 

Insight or Research 

Variable 

1 Risks and 

Challenges of 

Technology 

(Hu et al., 

2024); (Островская et al., 

2025); (Alt et al., n.d.); 

(Park et al., 

2024); Zlateva et al. 

(2024) 

Data security risks, output 

quality, IT vulnerabilities, 

misinformation, social bias, 

and intellectual property 

regulatory challenges 

2 Risk Management 

Strategy & 

Technology 

Abuhashish & Ismail 

(2025); Srivastava & 

Panda, (2024); 

Sindiramutty et al. 

(2024) 

Cross-sector collaboration, 

ethical policy development, 

real-time monitoring, 

adversarial network 

simulation, layered risk 

framework, feedback loop 

management 
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No. Field or Focus 
Names of Authors in the 

Same Field 

Insight or Research 

Variable 

3 Leadership and 

Organizational 

Culture 

Welch (2025); 

Bhimavarapu, (2025); 

Ghaffar & Ph (2025); 

Murire (2024); Mcgee 

(2024) 

Transformational leadership, 

proactive communication, 

ethical considerations, flexible 

and collaborative culture, 

continuous learning, cultural 

alignment and leadership 

 

Table 1 outlines the research focus related to generative AI risk management into three 

main groups, namely technological risks and challenges, technology management and 

intervention strategies, and leadership and organizational culture factors. Each group 

has unique and complementary research variables to provide a comprehensive picture 

of how businesses can manage AI risks with a holistic and adaptive approach, ranging 

from technical aspects and policies to organizational values. 

Business Risk Characteristics Arising from Generative AI Technology 

The integration of generative AI technology into business carries various risks, including 

technical risks such as potential data security breaches (Hu et al., 2024), inaccurate 

output quality that can damage reputation (Островская et al., 2025), as well as IT 

security vulnerabilities that require in-depth evaluation prior to implementation (Alt et 

al., n.d.). Ethical risks also arise, such as the production of misinformation that has a 

negative social impact (Park et al., 2024) and biases that reinforce social discrimination 

(Hu et al., 2024). In addition, regulatory challenges related to intellectual property 

rights over AI content (Zlateva et al., 2024) and the lack of legal guidelines that 

comprehensively regulate the use of generative AI (Островская et al., 2025) is also an 

important concern. Nevertheless, this technology offers great opportunities for 

innovation, so companies must carefully balance the benefits with the various risks 

involved. 

Research findings indicate that integrating generative AI technology into business poses 

complex challenges that are not only technical in nature, but also touch on ethical and 

regulatory aspects. Data security risks and poor output quality can threaten a company's 

trust and reputation, while the potential for bias and the spread of misinformation 

demand serious attention to maintain fairness and social responsibility. Furthermore, 

the regulatory vacuum surrounding generative AI management creates legal uncertainty 

that impacts the sustainability of this technology's implementation. Overall, these 

findings highlight the urgent need for businesses to develop holistic and adaptive risk 

management strategies, while also promoting the establishment of adequate policies to 

optimize the benefits of the technology while minimizing its negative impacts. 

 

Risk Mitigation Strategies in Managing Generative AI Technology 

Managing the risks of generative AI technology requires an approach that encompasses 

organizational strategies and technological interventions. Collaboration between 
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academia, industry, and civil society is essential for developing governance and policies 

that responsibly regulate the ethical and social aspects of AI (Abuhashish & Ismail, 2025). 

On the technology side, real-time monitoring systems and simulation techniques such as 

generative adversarial networks (GAN) are used to effectively detect anomalies and 

identify vulnerabilities (Srivastava & Panda, 2024). 

Risk assessment is conducted dynamically using a layered framework that combines 

continuous red-team and adversarial simulations. In addition, feedback loop 

management keeps model performance optimal through continuous evaluation and 

adjustment (Srivastava & Panda, 2024). Although this strategy is robust, rapid 

technological developments require adaptation and ongoing research to address new 

threats that continue to emerge. The results of the study show that managing generative 

AI risks requires cross-sector collaboration and advanced technology for monitoring and 

threat simulation. Continuous adaptation and evaluation are essential given the rapid 

pace of technological development and ever-changing risk challenges. 

 

The Role of Leadership and Organizational Culture in AI Risk Management 

The interaction between leadership and organizational culture is crucial in effectively 

managing AI risks. Inspirational transformational leadership and proactive 

communication about the benefits of AI can reduce resistance while encouraging 

employee participation (Welch, 2025); (Bhimavarapu, 2025). Leadership must also 

consider ethical aspects so that AI technology can complement human decision-making, 

not replace it (Ghaffar & Ph, 2025). Culturally, organizations that encourage flexibility, 

collaboration, and continuous learning are better able to adapt to technological change 

and manage risks such as job displacement and algorithmic bias (Welch, 2025) (Murire, 

2024) (Mcgee, 2024). Aligning culture and leadership behavior is key to the successful, 

safe, and effective integration of AI (Welch, 2025) (Mcgee, 2024), Meanwhile, cultures 

that resist change can hinder adoption and exacerbate risks, requiring a strategy for 

continuous transformation. 

The results of the study confirm that the success of AI risk management depends on 

transformational leadership and an adaptive organizational culture. Communicative 

and ethical leadership and a flexible, learning-oriented culture strengthen an 

organization's ability to deal with change and technological risks, but cultural resistance 

can hinder this process and increase risk, requiring a sustainable cultural transformation 

strategy. 
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Figure 2. Generative AI Technology Risk Management Strategy 

Figure 2 illustrates the complex interrelationship between various risks associated with 

generative AI technology, risk management strategies, and the role of leadership and 

organizational culture in effectively managing the impact of this technology. The risks 

that arise include technical issues such as data security, system vulnerabilities, and output 

quality, as well as ethical and social issues such as misinformation, algorithmic bias, and 

regulatory challenges. To address these issues, risk management emphasizes 

multistakeholder collaboration, ethical governance, and the use of adaptive monitoring 

and simulation technologies. In addition, transformational leadership and a flexible, 

communicative, and continuous learning-oriented organizational culture are key factors 

in aligning AI implementation with organizational values, while overcoming cultural 

barriers that can hinder optimal technology adoption. 

 

CONCLUSION 

Based on the evaluation results, it can be concluded that business risk management in 

the era of Generative AI technology requires a holistic and adaptive approach, involving 

technical aspects, policies, as well as leadership and organizational culture factors. The 

risks faced are not only technical, but also ethical and regulatory, so mitigation strategies 

must include cross-sector collaboration, the use of advanced technology for monitoring 

and simulation, and the formation of a flexible organizational culture and 

transformational leadership that is communicative and ethical. However, there is a gap 

in research related to the implementation of comprehensive regulatory policies and 

organizational culture transformation mechanisms that can accelerate technology 

adoption while paying closer attention to social and ethical aspects. Therefore, urgent 

research topics that need to be explored are the development of inclusive generative AI 

governance and regulatory models and effective organizational culture transformation 

strategies in the face of technological risk dynamics, aligning innovation with social 

responsibility and future business sustainability. 
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